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ART University Network TimeLine ATTACK

B Cricscal
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e Medium
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ART University Network Threats Attack by Severity

BiHigh 133,207
o{rrcal T

Medum: 225 350K
Slow a5

o Coadt] a0 — (V) yyguai

(HIgh) YU coeal b OMles wgiam gy diwd (idu T a4 Slagags g e ol aSiul 4 asg3 b
(Medium) Lwgie cosal b &l 0,90 AYAY (Critical) sl cosnl b oMl )90 YYYY -V
ol 0230 ,5 Eld 3,90 YAVY (LOW) ol coonl b &z g 3,90 OYYY

Slapags ooled a5 el Gloyie BB enlns S Joli Jls 6 slo Gulgro (oled el S5 4y 03Y
Slois glosiy 1) Loo jo ouds Azl (g ule Do 4

ART University Botnet ATTACK

# duip artack severicy attack_count
LR FALSE LR Bladahinds Batnet Crigscal 5
2 192.168.151.14 Elacabindi Borres Critical 4
3 19216815126 Bladabind Botnet Critscal &4
£ 19216815124 Bladabinds Botnet Critical 3
5 19216815150 Bladabinds Botnet Criteal 3
6 192.168.151.68 Bladaband: Batnet Critical 3
7 19016315130 Ghike Rac Botnet Critecal b
& 19016815136 Ghisz Rar Botnes Critical 2
9 19216815110 Pushdo Batres Critical 1
10 18216815021 Ghisz Rar.Botnet Criocal 1
11 192.168.151.68 Ghis Rat. Botret Critecal 1
12 192.168.151.10 Ghilme st Botres Crivcal 1
13 243.202.229.103 Sality. Botnet Critical 1
14 192.168.151.14 Ghilsz. Rt Botres Critical ]
15 15216815124 holir gt Botret High i3
16 19216815021 Mirai Botret High B3
17 19216815168 Mirai Soorer High 48
18 192.168.151.26 Mirgi Sotrer Firgh 16
19 190.168.151.50 Mirai Booer High 44
20 192.168.151,14 Mirai Sorrer High 40
N 192.168.151.15 Mirar Botret High 40
22 192.168.151.24 FedWR Batnes High 3
73 15168151116 Mirgi Booret Hugh 2
24 192168590 Mirai Booret High 1
75 192168151923 Mirai Semrer Hige 1
26 192,168.151.15 Mirai Botret Hogh 1
27 19216815035 Wirai Boomer High 1

&l a3 5 13 ales 3,90 45 olKils (sloygpm [P slo o jol coed — (F) o
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ART University Metwork ATTACK By Server Zone

£ wdp attack totadrim
T 19276815121 Apache Logs| Error.Log Remote Code Execumon 33e

4 191685015 Backdoor Cobalr inke Bearon 17

3 18218815035 TCP Spla. Handyhaloe 3

4 18216815122 TCRSplis. Handshake 1

7 19296815178 TCP Splir, Handshake 1

oKl 6[.(& FHP W 9 L{bjﬂj.m aQ 0l r:l.’?u‘ Mo )| Ls‘ 4.»5.0.4— (&) ).»5..44

ART University Network ATTACK by Country and Count

# srccountry totalnum
1 =y United States 1615
2 & India 293
3 = lran, Islamic Republic of 266
4 m= Germany 147
5 &iE United Kingdom 123
6 = Netherlands 95
7 [ Brazil 92
8 11 France 78
9 = Singapore I7
10 m=m Vietnam 67
11 &= Turkey A7
12 & Japan 46
13 = Egypt 36
14 == |ndonesia 32
15 &= Chile 30
16 = Spain 28
17 141 Canada 28
18 = Taiwan 26
19 11 laly 25
20 = Kenya 24
21 Pakistan 22
22 = Argentina 22
23 wm Poland 19
24 1= Sweden 17
25 = Thailand 17

oBiily gla wilolus g o yg pu dy a4y alitrn (sl )5S Lawgi oy plowil O as 31 (gl digad — (F) g
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ART University Server ATTACK by Count and Source IP Address and Country

# srdp srccountry totalnum
1 204.18.109.24 = Iran, Islamic Republic of 116
2  5216.165.165 = lran, Islamic Republic of 62
3 54.202.78.120 & United States 44
4 197.237.224.7 = Kenya 22
5 20.86.138.42 & United States 22
6  20.204.41.130 & United States 22
7 74.208.52.220 & United States 22
8  143.244.178.188 & United States 20
9  139.162.110.155 ¢ Japan 17
10 66.240.205.34 & United States 13
11 104.43.141.188 & United States 13
12 188.213.65.77 = Iran, Islamic Republic of 13
13 167.248.133.43 & United States 12
14 167.248.133.57 = United States 12
15 167.248.133.44 & United States 11

A azgi b ollasls slo wilols g Lo g pw b aSls 4y calire (lo y5uisS Jawsgs oulds plol WMo 51 (5l diged — (V) g
IRVELFIPES IP 6Lb u».:)..)T

Ol 5l 6 b olRiils aslils Jlg ple jo ouls A1 sl glo cenlow (Dlaged 4 axgi b 51 S 4y p3Y
@ oy Sl Loyl 5l g Sgoune olSiils Jlg pl ailelw IDS/IPS colis 5l sslaul L IP sla w0l
il el ol (l 00 Ko @b (asetie Jloj B IP (glo (u)oT (qus s 5 09t (5,5 5l 4
Sgirs o8l 4t 4w ymre S8l Jlu,l 9 [P sla o jol slows

ART University Server ATTACK by Country and Attack Name

#  srccountry attack totalnurn
1 =0 United States ZGrab.Scanner 639
2 =i United States WordPress.zmilrpo.php systern.multicall.Amplification. Attack 247
3 =y United States Censys.io.Scanner 244
4 == Iran, Islaric Republic of Cross.Site. Scripting 147
5 4 India Mirai.Botnet a8
f M Germany WordPress.xmlrpe.php.systern.multicall Amplification. Attack ao
7 =i United States ‘Web, Server.Password Files Access 79
8 =i United States Mrap.Script.5canner 73
g my United States Masscan.Scanner Aa
10 =i United States Cross.Site. Scripting 68
11 @3 United Kingdom Masscan.Scanner 52
12 Wietnam WordPress xmlrpo.phpsystern rulticallAmplification Atack 50
13 ™ Singapore YWordPress.smlrpe.php.systern.multicall Armplification. Attack 44
14 = India D-Link.Devices HNARSOAPAction-Header.Command.Execution 44
15 o= India Dasan.aPOM.Remote.Code.Execution 47
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£ Malmare Name Madmgre Type Victim Source Count
1 ) Adware/Lnks Adware 130 # 7,248
2 [ Riskmare/BeTorrent PLUP Spymare 12 2 205
3 O JSAgenc PV Virus 3 & a1
4 [ Riskware!GenercH2 Cpymare - 5 &7
5 D JSCrpmer 1654 Virus 1 14 18
§ 0 |5Mdew.Dhr Virus 1 1 17
7 0 RiskwareGeneric BUA HN Spyware ! 7 L
2 O Riskmare/Crack.F5 Spymare 1 5 13
8 [ ISiAgentPHITY Wirus 1 1 12
10 O Adware/DriverPach B Adware 6 1 12
¥ Bomer Name Malware Type Viczim Source Coum
1 Miral Botnet Botner C&C 12 386 396
4 Bladabindi Botret Botnet CEC 3 18 ke
3 s Rt Botriet Botmey CEC & i &
4 Pushdo. Botnet Batnet CEC 1 1 1
5 Sality Botnet Betnet CEC 1 1 1

oSl a5t 4 s i S g L l5dls Lot o plonl Edle 1 (s iges — (3) 9

Count) odes slass 5 (SOUNCE) e laws 3 (VICHIM) EMes 0l Ll 8 slaws 548 pgas 4o
Sl 5 Ses (5 asliss alax 1 O (pl a5 (pl Jdo a4y canl S8 a4 Vel aseie
Sl (Gateway b sg,g ahi) oKails s (EAQe) ad jo Sloliss 5l e wxiws sl
ol 0azs slwlid ol 5 00l Sgoue

o 4l deyl580 o5 5l eoliiwl e lgie VBT 5,98 ailele Lo &li,l55 oolatw! b umen
D903 oy 5 bl | Gl bawgs S

# Application Category f:pﬁ;:ﬁ Number of Users Bandwidth Session

I @ Newwork Scrvice &0 211,172 21.75TB 667,781,352
2 Web Thznr 18 163,541 1051 TB IMO67113
3 Limknown 54,105 962 726 855 TB 187 067, 288
4 W SocialMedia 1 3318 45478 5,673,297

5 = Collaborazicn 52 4T3 14378 18460 453
i 0 Proxy 43 1.593 137718 1,816,655

7 @ VideofAudip 20 8423 86531 GB 58,541

8 o Generalimeres: S50 7,088 52755 GB 11,014,867 |
8 o SrorageBackup 18 295 25355 GB 405283

10 @ Updare 12 2313 6270 GE 1152003

aSl 40 oyl )8 eolaiwl 0 yg0 (gais diwd g (60,5 dalp Vgl digei — (V) gl
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